Los Angeles County District Attorney’s Office

Software Update Scam

S eniors and other computer owners have reported receiving
voicemails from so-called technicians claiming to represent
Microsoft. The callers warn consumers that their Windows license key
has expired and all services will be suspended unless they call a toll-
free number.

In the Software Update Scam, unsuspecting computer owners call
the toll-free number and are told they must provide access to their
computers sotechnicians can update their software. Once the scammers
gain access to a computer, they can install malware, obtain banking
passwords and usernames, and even lock out computer owners.

The fraudsters demand money in exchange for allowing consumers to
regain access to their own computers.

This scam has become so prevalent that Microsoft placed this warning
on its website: “Remember, Microsoft will never proactively reach out to
you to provide unsolicited PC or technical support. Any communication
we have with you must be initiated by you.”

To learn about other frauds, visit da.lacounty.gov/community/fraud-alerts
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Helpful Tips

- Take a moment to check
your computer before you
respond.

« Find and call the software
manufacturer's main
customer support
number. Do not call the
phone number left on the
voicemail.

« Never give control
of your computer to
anyone unless you can
confirm their identity, the
legitimacy of their request
and that access is truly
required.

If you or someone you
know has been the
victim of a scam, please
contact your local law
enforcement agency.
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